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PREFACE 
 

 In an era marked by technological revolutions, the concept of Industry 5.0 stands at the 

forefront, promising a paradigm shift in the way industries operate. As we navigate the 

ever-evolving landscape unravel the intricacies and possibilities that Industry 5.0 holds. 

“Navigating the Future” invites all attendees to be active contributors to the ongoing 

dialogue that shapes the future on industries, fostering a community of forward – thinkers 

and innovators who are well – equipped to drive positive change in the world of Industry 

5.0 

 

 Industry 5.0 is regarded as a fifth industrial revolution in which consumers could 

satisfy their individual requirements as per the tastes and expectations. Although the 

repetitive tasks are done by robots in Industry 4.0 which is at the mass customization level, 

Industry 5.0 aims to perform mass personalization with help of Artificial Intelligence. 

 

 Industry 5.0 is expected to revolutionize the production process with higher autonomy 

to collaborative robots. Industry 5.0 is the futuristic industrial revolution which is expected 

to bring in more creativity and innovation in the products by allowing robots to perform 

repetitive tasks. It is expected to utilize the creative intellectual capability of human 

optimally. Moving from mass production to custom manufacturing techniques and 

production system digitization and intelligentization. 

 

 In the lines if above, the PG & Research Department of Commerce has organized two 

days Conference on the theme “Navigating the Future: Unveiling the Dynamics of 

Industry 5.0” with the following objectives, to understand and gain knowledge on the 

functional areas of Industry 5.0; to provide a holistic understanding of the multifaceted 

dynamics of Industry 5.0 and to enhance the research aptitude among the academicians, 

scholars towards dynamic changing environment. 

 

 To get more insights on the above theme, research articles were invited for presentation 

and publication. The Department has received fifty (50) articles on various sub-themes 

from Professors and research scholars of various colleges in Tamil Nadu, Kerala and 

Karnataka. The Editorial Board has reviewed and edited all the papers scrupulously and 

meticulously with plagiarism check. 

 

 The Editorial Board has recommended and forwarded all the articles in the form of 

Edited Book with ISBN Publication Number for disseminating the knowledge to all the 

stakeholders of Higher Education Institutions and Industry concerned. 

 



 
 

 
 

 This book is a comprehensive guide for understanding and utilizing on various themes 

to generate indepth knowledge on it and suitable for research scholars as well as 

corporates. We hope that you will find this book informative and inquisitive as much as 

we learnt it. 

 

Editorial Board. 

 

 

 

 

 

 

  



 
 

 
 

CONTENTS 
 

S.No Title 
Page 

No. 

1 
UNLOCKING INNOVATION IN MSMES THROUGH TECHNOLOGY ADOPTION 

S. Natanagopal & Dr.A. Mayil Murugan 
1 

2 
FARMER PRODUCERS ORGANISATION - A NEW ERA OF INCLUSIVE GROWTH 

Ms.P. Gajalakshmi & Dr. A. Mayilmurugan 
12 

3 
ROLE OF GREEN MARKETING IN SKILL DEVELOPMENT 

V.Preethi & Dr. M. Chandrasekaran 
21 

4 

APPLYING KAIZEN AND LEAN PRINCIPLES TO MARKETING: A CONCEPTUAL 

FRAMEWORK 

Dr. S. Selvakumar & A.Suguna 

31 

5 

A STUDY ON IMPLEMENTATION AND UPGRADATION OF STRATEGIC COST 

MANAGEMENT FOR INDUSTRY 5.0 

J. Kenmai Selvam 

37 

6 
IMPLICATION OF ARTIFICIAL INTELLIGENCE IN BANKING SECTOR 

Dr. K. Hemamalini & P.Sindhu 
42 

7 
ROBO-ADVISORY SERVICES IN MSMES 

Roopa D & Dr Chaya R 
48 

8 

DIGITAL MARKETING TRANSFORMATION IN THE DIGITAL PAYMENT 

INDUSTRY 

Ms.M.Anitha & Dr.S.Chandrasekar 

57 

9 

A STUDY ON EFFECT OF INDUSTRY 5.0 IN STUDENTS – CHALLENGES AND 

SOLUTIONS 

Dr.D.Samundeeswari & Yughandra 

63 

10 

A STUDY ON FOREIGN DIRECT INVESTMENT INFLOWS IN DEVELOPMENT OF 

ENTERPRISES AND SERVICES HUB (DESH) IN TAMILNADU WITH AN 

UNVEILING THE DYNAMICS OF INDUSTRY 5.0 

S.Lakshmi Bharathi & Dr. R.Vennila 

68 

11 
INSURTECH IN INDUSTRY 5.0 

V.Nithya & Dr.A.Karuppusamy 
81 

12 
HUMAN RESOURCES ANALYTICS 

Mr. S.Jeevananthan & Mr.M. Aravind 
84 

13 

UNVEILING THE IMPACT OF INDUSTRY 5.0 TECHNOLOGIES ON CONSUMER 

CHOICES IN THE ORGANIC FOOD SECTOR 

J. ArunPriya & Dr A. MayilMurugan 

92 



 
 

 
 

14 

ECO-EMPOWERMENT: SUSTAINABLE STRATEGIES FOR FMCG SUCCESS IN THE 

GREEN MARKET 

A.T.LogaRubini & Dr.K.Hema Malini 

96 

15 

A STUDY ON REVOLUTION OF INDUSTRY 5.0 AND DEVELOPMENT OF FINTECH 

IN INDIA 

P. Banu Priya 

104 

16 
EXPLORING THE GIG ECONOMY IN INDIA: OPPORTUNITIES AND CHALLENGES 

Mr.S.Praveenkumar & Dr.S.Chandarsekar 
109 

17 
TECHNOPRENEURSHIP IN INDUSTRY 5.0 

J.Gayathri & Dr.A.MayilMurugan 
113 

18 

STRATEGIC COST MANAGEMENT TO NAVIGATE THE FUTURE: UNVEILING THE 

DYNAMICS OF INDUSTRY 5.0" 

Bhargavi R & Dr. Hema Malini 

116 

19 
GREEN MARKETING - A WAY TO SUSTAINABLE DEVELOPMENT 

G.Mullainathan & A.Shakhil Reginald 
125 

20 
INTRODUCTION OF ARTIFICIAL INTELLIGENCE IN HUMAN RESOURCE 

M.Muthukumar & S. Edward Gideon 
132 

21 
INDUSTRY 5.0 IMPLEMENTATION: OPPORTUNITIES AND CHALLENGES 

Dr.K.Hema Malini & S.Bavani 
140 

22 

SUSTAINABILITY IN MANUFACTURING; THE ROLE OF ARTIFICIAL 

INTELLIGENCE FOR ECO FRIENDLY PRACTICES IN INDUSTRY 5.0 

Reshma.K. V & Dr. V. Selvam 

145 

23 
IMPACT OF FINANCIAL INCLUSION ON THE GROWTH OF INDIAN ECONOMY 

P. Jayalakshmi & Dr. M. Ganesan 
151 

24 

A STUDY ON UNRAVELINGHUMANCHALLENGES AND ITS SOLUTIONS IN THE 

WORKPLACE EVOLUTION OF INDUSTRY 5.0 

Rubiserlin J 

160 

25 
CYBER SECURITY CHALENGES IN BANKING SECTOR 

S.Suba  & Dr.A.Mayil Murugan 
166 

26 

EXPLORING THE IMPACT OF CRM STRATEGIES ON CUSTOMER LOYALTY WITH 

THE MEDIATING ROLE OF RELATIONSHIP QUALITY 

R. Madhanagopal & R. M. Sowmiya Devi 

172 

27 

A STUDY ON SUSTAINABLE INNOVATION FRAMEWORK OF LEAN SIX SIGMA IN 

INDUSTRY 5.O 

A.Sahaya Stella 

192 

28 
MANUFACTURING'S FUTURE REVOLUTION: EMBRACING INDUSTRY 5.0 

Dr.G.Sindhu 
200 



 
 

 
 

29 

A STUDY ON EXPLORING THE INTERSECTION OF SUSTAINABILITY AND 

INDUSTRY 5.0: TOWARDS HUMAN-CENTRIC AND ECO-FRIENDLY 

MANUFACTURING 

Dr.S.Saranya 

206 

30 

RETAILERS PERCEPTION TOWARDS ONLINE RETAILING OF CHILDREN 

CLOTHES IN MADURAI DISTRICT 

P.Antony Raj & Dr.R.Mary Sophia Chitra 

212 

31 
ISSUES AND CHALLENGES OF INTERNET OF THINGS 

Dr.D.Umamaheswari & Dr. R.Dharani 
216 

32 
INTERNET OF THINGS CONCEPT AND APPLICATIONS: A REVIEW 

Dr. A. Nalli 
218 

33 
STRENGTHS AND WEAKNESS OF FREELANCER SERVICES IN INDIA 

Dr. K. Surendran 
221 

34 

A STUDY ON THE IMPACT OF ARTIFICIAL INTELLIGENCE IN EDUCATION AND 

TEACHING 

Dr. B. Shanmugapriya & Dr. S. Gurupriya 

227 

35 

NAVIGATING THE UNORGANIZED SECTOR THROUGH DIGITALIZATION IN 

INSURANCE INDUSTRY 

B.Srividhya & Dr.A.Mayilmurugan 

234 

36 

A STUDY ON THE TRENDS IMPLEMENTED IN THE DEVELOPMENT OF 

MARKETING IN THE DIGITAL ERA 

Dr. S. Selvakumar & Ms. K.S. Keerthiga 

240 

37 

A SYSTEMATIC ANALYSIS ON AWARENESS OF MICROFINANCE IN INDIA AND 

ITS IMAPCT 

R Vaishnavi & Dr. Y. Natarajan 

246 

38 

AN INVESTIGATION INTO THE IMPACT OF E-COMMERCE ON FOSTERING 

SUSTAINABLE BUSINESS DEVELOPMENT 

G. Sreedevi 

254 

39 

A STUDY ON CUSTOMER PREFERENCE TOWARDS INTERNET OF THINGS (IOT) 

IN BANKING SECTOR WITH SPECIAL REFERENCE TO MADURAI CITY 

Ms. K. Anandha Jothi Jeyalakshmi 

262 

40 

INDUSTRY 5.0 APPLICATIONS FOR SUSTAINABILITY: A SYSTEMATIC REVIEW 

AND FUTURE RESEARCH DIRECTIONS 

K.Naganandhini 

272 

41 
CYBER SECURITY AND INDUSTRY 5.0 

S. Geetha 
277 



 
 

 
 

42 

EXPLORING DIGITAL FINANCIAL LITERACY AMONG GEN - Y WOMEN WORK 

FORCE IN MADURAI CITY 

N.Uma Devi & Dr.S.Benita 

281 

43 

DIFFICULTIES AND OPPORTUNITIES OF ARTIFICIAL INTELLIGENCE IN 

EDUCATION SYSTEMS 

Dr. S. Ramachandran 

293 

 

 

 

 

 



Navigating the Future : Unveiling the Dynamics of Industry 5.0 

 

 

ISBN : 978-93-6163-608-0 Page 166 

CYBER SECURITY CHALENGES IN BANKING SECTOR 

 

S.Suba   
Research Scholar (Part time), (Reg. No MKU22PFOC10556), 

 Department of Commerce, Madurai Kamaraj University, Madurai. 
 

Dr.A.Mayil Murugan  
Head & Associate Professor, Department of Commerce, 

The Madura College, Madurai. 
 

Abstract 
 Cyber security in banking is a growing concern in a digital economy. Implementing techniques and 

processes designed to protect the data is crucial for a successful digital transformation. The banking and 

financial sector is highly sensitive as large amounts of money are at stake and the economic repercussions of a 

breach in banks or other financial systems could be severe. With the growth of financial cyber security at an 

exponential rate, there is a high demand for cyber security professionals. The government of India has taken a 

number of steps to improve cyber security. Information technology is evolving at a rapid pace, making it 

essential to ensure a secure and secure environment. The Reserve Bank of India (RBI) has also adopted a 

proactive approach to tackle the challenge of cyber security and compliance in financial services. 

Keywords: Banks, Digital revolution, cyber security, RBI 
 

Introduction  

 The keeping money industry is crucial to the world economy since it handles gigantic 

volumes of delicate information, client data, and budgetary exchanges. In any case, banks 

presently confront a number of cybersecurity challenges that jeopardize the accessibility, 

astuteness, and privacy of their frameworks and information due to the developing 

digitization of keeping money administrations and the rise of cyber dangers. Keeping 

money industry cybersecurity issues are caused by a assortment of components, such as 

advanced cybercriminals, nation-state on-screen characters, insider dangers, and changing 

administrative systems. For banks, these issues carry genuine results, such as financial 

misfortunes, hurt to their brand, fines from controllers, and waning customer certainty. 

Numerous layers of assurance scattered over computers, systems, programs, or 

information that one wishes to keep secure are fundamental components of a effective 

cybersecurity technique. For an organization to successfully protect against cyberattacks, 

its individuals, strategies, and innovation must all work together. The three primary 

security operations errands of discovery, examination, and remediation can be sped up by 

a bound together danger administration framework, which can too mechanize integrative 

over a subset of Cisco Security items. 
 

Objectives 

1. To understand the attitude of people towards cyber security adoption.  

2. Understanding the challenges confronted by Indian banks within the range of cyber 

security. 

3. To Give suitable recommendations on how to deal with cyber issues within the 

keeping money division 

4. To know the significance of cyber thought in managing an account industry.  

Highlight
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Important cyber considerations for financial institutions  

 Cyber security has been given best need by the money related division. As the 

establishment of managing an account, building up validity and believe gets to be indeed 

more vital. the taking after are the significance of cyber security to the managing an 

account division  

1. Data Encryption: Ensure touchy information whereas it's in travel and at rest by 

executing vigorous encryption conventions. Money related information, inside 

communications, and client data are all included in this.  

2. Multi-factor Authentication (MFA): Require multi-factor authentication for 

accessing critical systems and sensitive data. This adds an extra layer of security 

beyond just passwords, making it more difficult for unauthorized users to gain 

access. 

3. Regular Security Audits and Penetration Testing: Conduct regular security audits 

and penetration testing to identify vulnerabilities in systems and networks. This 

helps to proactively address security weaknesses before they can be exploited by 

malicious actors. 

4. Employee Training and Awareness: Employees should be trained in cybersecurity 

best practices and made aware of typical threats like social engineering and 

phishing scams. Workers ought to receive training on identifying and handling 

possible security threats. 

5. Vendor Risk Management: Assess the cybersecurity posture of third-party vendors 

and service providers that have access to sensitive data or provide critical services 

to the financial institution. Ensure that vendors adhere to cybersecurity best 

practices and compliance requirements. 

6. Regulatory Compliance:Keep side by side of related cybersecurity laws and 

compliance rules, such as GDPR, PCI DSS, and the NIST Cybersecurity System. 

Confirm that the cybersecurity methods actualized by the monetary institution 

comply with appropriate directions. 

7. Continuous Monitoring and Threat Intelligence:Actualize persistent observing 

arrangements to distinguish suspicious exercises and irregularities in real-time. 

Utilize risk insights bolsters to remain educated almost developing cyber dangers 

and vulnerabilities pertinent to the monetary division.  

8. Cyber Insurance: Consider obtaining cyber insurance to reduce monetary losses in 

the event of a cybersecurity incident. Cyber insurance can cover a variety of costs 

associated with data breaches, including legal fees and regulatory fines. By 

prioritizing these cyber considerations, financial institutions can strengthen their 

cybersecurity defenses and better protect themselves from evolving threats in the 

digital landscape. The Reserve Bank of India (RBI) has implemented a three-tiered 

cybersecurity framework to increase the Indian banking sector's defense against 

cyberattacks. 
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The Framework Consists of Three Main Components or Tiers: 

1. Basic Cyber Security Hygiene (TIER I):  

 This level concentrates on creating fundamental cybersecurity procedures that all 

organizations subject to regulation in the Indian banking industry must follow. 

Implementing fundamental cybersecurity measures like firewall configurations, antivirus 

software, and patch management are important components of Tier I.  

 Regularly educating staff members about common threats and best practices 

through cybersecurity awareness training.  

 Creating guidelines and protocols for business continuity planning and incident 

response. - Making sure that cybersecurity regulations, such as the RBI's Cyber 

Security Framework for Banks, are followed. 

 

2. Detect, Protect, and Respond (TIER II): 

 This tier places a strong emphasis on proactive cybersecurity measures designed to 

quickly identify, stop, and neutralize cyberthreats. Implementing cutting-edge security 

controls and technologies, such as intrusion prevention systems (IPS), intrusion detection 

systems (IDS), and security information and event management (SIEM) solutions, is one of 

Tier II's main components. - Regularly conducting penetration tests and vulnerability 

assessments to find and fix security flaws.  

 Improving incident response capacities by forming an incident response team or 

security operations center (SOC) specifically for that purpose.  

 Improving threat intelligence capacities through industry partnerships, information 

sharing on new threats, and involvement in working groups and forums for 

cybersecurity. 

 

3. Cyber Resilience Framework (TIER III): 

 In order to maintain the continuity of banking operations in the face of cyberattacks 

and disruptions, this tier focuses on enhancing cyber resilience through the 

implementation of cutting-edge cybersecurity practices and measures. Implementing 

strong business continuity and disaster recovery plans to lessen the impact of cyber 

incidents on crucial banking operations and services is one of Tier III's key components. 

Another is conducting frequent cyber resilience assessments and simulations to gauge the 

efficiency of response plans and pinpoint areas in need of improvement. To better 

coordinate response efforts during cyber incidents, government agencies, regulatory 

bodies, and other stakeholders should collaborate and share information more effectively. 

 

Top Cyber security challenges Faced by Banks 

 Cybersecurity may be a foremost concern for banks due to the delicate nature of the 

information they handle and the potential money related repercussions of breaches. A few 

of the best cybersecurity challenges confronted by banks incorporate: 

1. Sophisticated Cyber Attacks: Banks are regularly focused on by advanced cyber 

assaults such as ransomware, malware, and phishing campaigns. These assaults 
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point to pick up unauthorized get to to budgetary information, disturb managing 

an account operations, or blackmail cash from the institution.  

2. Data Breaches: Banks store tremendous sums of touchy client data, counting 

individual, money related, and value-based information. Information breaches can 

happen due to different variables such as vulnerabilities in IT frameworks, insider 

dangers, or assaults focusing on third-party benefit suppliers. The misfortune or 

burglary of client information can lead to monetary misfortunes, administrative 

punishments, and reputational harm.  

3. Regulatory Compliance: Banks must adhere to strict regulatory requirements and 

compliance standards related to cybersecurity, such as the Gramm-Leach-Bliley Act 

(GLBA), the Payment Card Industry Data Security Standard (PCI DSS), and data 

protection regulations like GDPR and CCPA. Compliance with these regulations 

adds complexity to cybersecurity efforts and failure to comply can result in 

significant fines and penalties. 

4. Third-Party Risks: Banks depend on various third-party merchants and benefit 

suppliers for different capacities such as cloud administrations, installment 

handling, and computer program arrangements. In any case, third-party merchants 

can present security dangers, particularly on the off chance that they have get to to 

touchy information or give basic administrations. Overseeing and moderating 

third-party dangers through merchant chance administration programs is 

significant for banks.  

5. Legacy Systems and Infrastructure: Many banks operate on legacy IT systems and 

infrastructure, which may have security vulnerabilities due to outdated software, 

inadequate patch management, and unsupported technologies. Modernizing legacy 

systems while maintaining security is a significant challenge for banks. 

6. Insider Threats: Whether deliberate or inadvertent, insider threats present a serious 

risk to banks. Personnel, vendors, or associates having entry to confidential systems 

and information may purposefully or unintentionally jeopardize security by 

engaging in activities like identity theft, dishonesty, or carelessness. Insider threats 

can be reduced by putting strong access controls in place, keeping an eye on worker 

activity, and offering cybersecurity awareness training. 

7. Emerging Technologies: To increase productivity and enhance the client 

experience, banks are embracing new technologies like blockchain, artificial 

intelligence (AI), and Internet of Things (IoT) gadgets. These technologies do, 

however, also bring with them new cybersecurity difficulties, such as privacy 

issues, security flaws, and problems with regulatory compliance. A multi-layered 

strategy is needed to address these cybersecurity issues, including strong security 

policies and procedures, cybersecurity technology investments, frequent training 

and awareness campaigns, and cooperation with regulatory bodies and business 

partners. In order to counter new threats and safeguard the assets and data of their 

clients, banks also need to remain alert and modify their cybersecurity plans. 
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Applications of Cyber security in Banking 

 In arrange to protect private data, guarantee the security of monetary exchanges, and 

maintain client certainty, cybersecurity is fundamental to keeping money. The taking after 

are a few noteworthy employments of cybersecurity in managing an account: 

1. Information Assurance: Banks handle enormous sums of delicate information, 

such as the money related and individual data of their clients. To avoid this 

information from being stolen, changed, or gotten to without authorization, 

cybersecurity instruments such as encryption, get to controls, and information 

misfortune avoidance (DLP) are utilized.  

2. Payment Security: Banks must process payments securely in order to prevent fraud 

and ensure the integrity of financial transactions. Technologies such as 

tokenization, fraud detection systems, and secure sockets layer (SSL) protect 

electronic fund transfers, card payments, and online banking transactions.  

3. Keeping an eye on network security: Organize checking is the method of 

persistently seeking out for signs of intrusive or suspicious movement on a arrange. 

As security measures, it is regularly combined with interruption discovery 

frameworks (IDS), firewalls, and antivirus computer program. With this program, 

arrange security checking can be done physically or naturally.  

4. Management of Identity and Access (IAM): Guaranteeing the genuineness of 

clients and overseeing get to to keeping money frameworks and data requires the 

execution of fitting confirmation and authorization conventions. IAM arrangements 

are utilized to create beyond any doubt that as it were authorized individuals can 

get to delicate information and conduct monetary exchanges. Illustrations of these 

arrangements incorporate multi-factor verification (MFA), single sign-on (SSO), and 

role-based get to control (RBAC). 

 

Conclusion 

 Every organization is concerned about cyber security. It is crucial for banks to have the 

proper cyber security solutions and procedures in place, especially for institutions that 

store a lot of personal data and transaction lists. Banking cyber security is an issue that 

cannot be bargained with. Hackers are more likely to target the banking sector as 

digitalization advances. The RBI‘s focus on cyber security is a response to the wider 

industry trend towards online banking, with 68 percent of Indian consumers now using 

online or mobile banking to conduct financial transactions. From a compliance standpoint, 

increasing numbers of data privacy breaches in this threat landscape call for unifying 

approaches across the financial sector. To prevent malware infections on their systems and 

to ensure security through appropriate antimalware, banks must follow a rigid cyber 

hygiene regime. Increasing insurance coverage of cyber-attacks is another area that needs 

immediate attention. Banks are facing increasing risks in cyber space due to a growing 

number of cybercrime attacks. Operational and other security interruptions may result 

from these attacks. Banks must ensure that their customers are informed cyber-attacks and 

measures to be taken in future. Expanding protections scope against cyber assaults is 

https://www.prnewswire.com/in/news-releases/consumer-usage-of-digital-banking-and-contactless-payments-surges-in-india-during-pandemic-finds-new-fis-survey-818320422.html#:~:text=68%20percent%20of%20Indian%20consumers,in%20post%20COVID%2D19%20world.
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another region that requires prompt consideration. Banks confront expanding dangers in 

the internet as the number of cybercrime assaults increments. These assaults can cause 

operational and other data security issues. Banks must guarantee that their clients are 

educated approximately cyber assaults and follow-up measures. 
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